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1. L‘l’l’ﬁgiﬁﬁ’l Console Segrite Endpoint Security Management

‘l‘lJﬁLm%! Clients > wau Manage Policies > Laan Policy ifia4n15n9A1

£} Admin Settings ™ Support ? Help [® Logout

Seqrite

Endpoint Security 7.6 ‘ol Home m Settings Reports A o

Clients

Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Policies help you manage the client settings for different groups within your organization. Here you can create and copy policy. Also, you can view policy details and status of
the policy applied on the endpoints.

Add Delete Import Export ?
Policy Name Groups Access Policy Applied On Policy Pending On Action
Default - Default - - B
Import_Policy @ Default Default - 1 Endpoint =
Client_Policy Client Default 1 Endpoint - B

2. 1‘1]17; Data Loss Prevention (DLP) > an‘lia\‘iﬁlmgﬂu Enable Data Loss Prevention

Scan Settings Data Loss Prevention (DLP)
Ensure you have enabled Data Loss Prevention on the endpoints. To enable DLP, go to Admin settings -> Client -> Data Loss

Email Settings Prevention.
Here you can monitor and control the data transfer through various channels. Select the channels and data to be monitored
External Drives Settings from the following settings:

IDS/IPS I Enable Data Loss Prevention I
Display alert message on DLP policy violations

Firewall

Web Security Data Transfer Channels
Print Screen
Removable Devices
Advanced Device Control Metwork Share
Clipboard

Printer Activity

Application Control

Data Loss Prevention (DLP) M

File Activity Monitor

Application/Online Services

Update Settings ~ Applications

Internet Settings All —g ;r.,
Patch Server

General Settings » [4 Web Browsers

» [ Email

» B Instant Messaging

» File Sharing / Cloud Services

» M social Media / Others

Configure email SSL setting
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3.1 File Type Awuailu uruanalwd Anvas Monitor File Types > danuiuanalwai

Aaen1s (Aunsaiiauuanald Wsagaiie “aSnisnuuiuanalwaluiaes DLP”)

Configure emall SSL setting

[ Enable Email scanning over SSL ( Configuring Email clients)
@ SMTP ports which are configured in the Email Settings are used here for scanning outgoing mails.

Configure Data Settings
Select the data to be monitored, which is transferred through the above selected channels.

File Types Confidential Data User Defined Dictionaries

Monitar File Types
Select the File Types to monitor through the selected channels
To create and manage Custom Extensions, go to Admin Settings -> Server -> Data Loss Prevention -> Custom Extensions.

[ File Types

» [ Graphic Files

» [ Office Files

» [ Programming Files
» [J Other Files

» [J Custom Extensions

3.2 Confidential Data NMWUALLUU Pattern > Monitor Confidentials Data
- Credit/Debit Yoyaiasan/wadn vungaatydsuia1s N15EUmA1Y

- Personal dayadiuunna 1wy vuneevinsussuivu wasinsdwi WJudu

T
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Configure email SSL setting
[ Enable Email scanning over SSL ( Configuring Email clients)
@ SMTP ports which are configured in the Email Settings are used here for scanning outgoing mails.

Configure Data Settings
Select the data to be monitored, which is transferred through the above selected channels.

File Types I Confidential Data I User Defined Dictionaries

Monitor Confidential Data
Select the Confidential Data to monitor through the selected channel(s).

[0 confidential Data

» [ Credit/Debit Cards

» [ Personal

Actions
@ Block and Report

O Report only

Configure Exceptions
To add exceptions, go to Admin Settings -> Server -> Data Loss Prevention.
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- 3.3 Use Defined Dictionaries nuuaidu Keyword A1 > Monitor Use Defined
Dictionaries > 1dan Keyword fvimstiuly (snunsanvue 1w Keyword 16 Tusaggile
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Configure Data Settings
Select the data to be monitored, which is transferred through the above selected channels.

File Types Confidential Data I User Defined Dictionaries I

Monitor User Defined Dictionaries

Select the User Defined Dictionaries to monitor through the selected channel(s).

User Defined Dictionaries can be created or managed from Admin Settings -> Server -> Data Loss Prevention -> User
Defined Dictionary.

User Defined Dictionaries Number of Words
DLP-Keywords_Test View Details| 3

Match Whole Word
Match Case

Actions
@ Block and Report

O Report only

- Match Whole Word f1S9NUAINIviUa

- Match Case AS9NUNS8I59 U198 (d1ursasaantanedadadng)

Actions
- Block and Report udisan1sindayasanuazinuinasn
- Report Only @ansaindayasantd winuinasnly

**9N13 Save Policy nden1sneAmnATe (U3 Save LagATUANHAYDINA)
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